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IMPORTANT NOTICE

Feedback

We have developed quality product and state-of-art service to ensure our customers interest. If you have any
suggestions, please feel free to contact us at feedback@dumpscafe.com

Support

If you have any questions about our product, please provide the following items:

exam code
screenshot of the question
login id/email

please contact us at  and our technical experts will provide support within 24 hours.support@dumpscafe.com

Copyright

The product of each order has its own encryption code, so you should use it independently. Any unauthorized
changes will inflict legal punishment. We reserve the right of final explanation for this statement.
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Question #:1

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?

This session is for HA heartbeat traffic.

This session is synced with the slave unit.

The inspection of this session has been offloaded to the slave unit.

This session cannot be synced with the slave unit.

Answer: B

Question #:2

Refer to the exhibit, which contains partial output from an IKE real-time debug.
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Which two statements about this debug output are correct? (Choose two.)

The remote gateway IP address is 10.0.0.1.

The initiator provided remote as its IPsec peer ID.

It shows a phase 1 negotiation.

The negotiation is using AES128 encryption with CBC hash.

Answer: B C
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Question #:3

Examine the following routing table and BGP configuration; then answer the question below.

TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which
configuration change will make the local peer advertise this prefix?

Enable the redistribution of connected routers into BGP.

Enable the redistribution of static routers into BGP.

Disable the setting network-import-check.

Enable the setting ebgp-multipath.

Answer: C

Question #:4

An administrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) and
IKE mode configuration. The administrator has also enabled the IKE real time debug:

diagnose debug application ike-1

diagnose debug enable

In which order is each step and phase displayed in the debug output each time a new dial-up user is connecting
to the VPN?

Phase1; IKE mode configuration; XAuth; phase 2.
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Phase1; XAuth; IKE mode configuration; phase2.

Phase1; XAuth; phase 2; IKE mode configuration.

Phase1; IKE mode configuration; phase 2; XAuth.

Answer: B

Explanation

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-ipsecvpn-54/IPsec_VPN_Concepts/IKE_Packet_Processing.htm

Question #:5

How does FortiManager handle FortiGuard requests from FortiGate devices, when it is configured as a local
FDS?

FortiManager can download and maintain local copies of FortiGuard databases.

FortiManager supports only FortiGuard push to managed devices.

FortiManager will respond to update requests only if they originate from a managed device.

FortiManager does not support rating requests.

Answer: A

Question #:6

What is the purpose of an internal segmentation firewall (ISFW)?

It inspects incoming traffic to protect services in the corporate DMZ.

It is the first line of defense at the network perimeter.

It splits the network into multiple security segments to minimize the impact of breaches.

It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network.

Answer: C

Explanation

ISFW splits your network into multiple security segments. They serve as a breach containers from
attacks that come from inside.
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Question #:7

View the exhibit, which contains the output of a debug command, and then answer the question below.

Which of the following statements about the exhibit are true? (Choose two.)

In the network on port4, two OSPF routers are down.

Port4 is connected to the OSPF backbone area.

The local FortiGate’s OSPF router ID is 0.0.0.4

The local FortiGate has been elected as the OSPF backup designated router.

Answer: B C

Question #:8

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the
administrator noticed that some of the switches in the network continue to send traffic to the former primary
unit. The administrator decides to enable the setting link-failed-signal to fix the problem. Which statement is
correct regarding this command?

Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the
failover occurs.

Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable
through a new master after a failover.

Sends a link failed signal to all connected devices.

Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.
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Answer: A

Question #:9

Refer to the exhibit, which contains the output of a BGP debug command.

Which statement about the exhibit is true?

The local router has received a total of three BGP prefixes from all peers.

The local router has not established a TCP session with 100.64.3.1.

Since the counters were last reset, the 10.200.3.1 peer has never been down.

The local router BGP state is OpenConfirm with the 10.127.0.75 peer.

Answer: B

Question #:10

Refer to the exhibits.
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Which contain the partial configurations of two VPNs on FortiGate.

An administrator has configured two VPNs for two different user groups. Users who are in the Users-2 group
are not able to connect to the VPN. After running a diagnostics command, the administrator discovered that
FortiGate is not matching the user-2 VPN for members of the Users-2 group.

Which two changes must administrator make to fix the issue? (Choose two.)

Use different pre-shared keys on both VPNs

Enable Mode Config on both VPNs.

Set up specific peer IDs on both VPNs.

Change to aggressive mode on both VPNs.

Answer: C D
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